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Abstract: With the rapid development of internet finance, while it brings huge economic benefits, it 
also faces huge security problems for the personal information that is processed in large quantities. 
At this stage, the research on personal information security on the internet is still characterized by 
decentralization and fragmentation. Using systematic review and literature analysis methods, this 
paper studies and analyzes the personal information security problems and countermeasures of 21 
literature based on CNKI core database. It is concluded that personal information leakage has become 
a basic problem in internet finance personal information security, which needs to be solved through 
a governance system with the participation of multiple subjects. Based on the analysis of existing 
literature, this paper proposes a multi-subject governance system for Internet financial personal 
information security. 

1. Introduction 
With the application of big data, blockchain and other information technologies in the information 

age, the Internet economy is in the ascendant, especially the financial sector has ushered in a new 
round of expansion. However, while information technology brings development opportunities to 
finance, it also brings new challenges, especially the problem of information security. On October 8, 
2021, the US trading platform Robinhood published a blog about data security incidents, revealing 
that the system of the platform was invaded and leaked the personal information of a total of 7 million 
users. In April 2021, the Economic Information Daily reported that billions of personal information 
were traded on platforms such as dark-net and Telegram[1]. 

In order to protect the rights and interests of personal information, on August 20, 2021, the 
Standing Committee of the National People's Congress passed the Personal Information Protection 
Law of the People's Republic of China (hereinafter referred to as the Personal Information Protection 
Law); On November 11, the Resolution of the Central Committee of the Communist Party of China 
on Major Achievements and Historical Experience of the Party's Centennial Struggle also pointed 
out that in the financial field, we should "comprehensively strengthen financial supervision, prevent 
and resolve risks in the economic and financial field, and strengthen market supervision and anti-
monopoly regulation"[2]. However, at this stage, there is less research on personal information security 
under the internet finance. Through literature search, it is found that relevant or similar studies show 
the characteristics of dispersion and fragmentation, and lack of overall analysis and research on this 
problem. In view of this, this research will adopt the research methods of systematic review and 
literature analysis, based on the sorting and analysis of existing literature, summarize and find out the 
main problems faced by personal information security in the context of internet finance, and 
preliminarily discuss the governance based on multiple-subjects system. 
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2. Analysis of information security problems and countermeasures 
2.1. Data acquisition and research samples 

Data acquisition first needs to determine the database to be used. Based on the relatively rapid and 
leading development trend of internet and industrial integration in China, China is selected as the 
large country background, and CNKI is used as the literature source database. Specifically, in order 
to avoid the omission of documents caused by keyword matching in the retrieval process as much as 
possible, and maintain the matching degree between the retrieved documents and the research topic 
as much as possible, the retrieval is carried out with "internet financial information security" as the 
topic word and the secondary retrieval is carried out with "internet financial information risk" as the 
topic word, and the literature results of the two searches are integrated, eliminate the duplicate 
literature, and obtain 21 effective literature as the research samples. Due to the small number of 
literature, no time conditions were set in the screening process, and the selected literature were 
distributed from 2014 to 2021. 

From the literature, it is found that these studies are not all directly concerned with the security of 
internet financial personal information. Most studies delimit the research scope as "internet financial 
information security", and study the security of personal information as one of them. There are also 
some studies that involve security or risk issues in the process of focusing on financial information 
technology or supervision. Therefore, for the above 21 literature, according to the research purpose, 
only the part of the literature related to the security of internet finance personal information is studied, 
which is mainly the existing security problems and coping strategies for security problems, and the 
rest are not paid too much attention. 

2.2. Safety problem analysis 
At present, it is widely considered that the most serious problem in the field of personal 

information security of internet finance is the leakage of personal information. The other problems 
include the loss and tampering of personal information, virus intrusion, hacker attack, technical 
phishing, personal information problems caused by operation, etc. For details, please refer to Table 
1. 

Table 1 Sorting of safety problems. 
Safety Problem Authors and Literature 

Personal information 
leakage 

Ning et al[4]; Pan[5]; Wang[6]; Jin[7]; Zeng et al[8]; Peng[9]; Wang[10]; 
Liu et al[11]; Research Group of the Central Sub-branch of the 

Zhongguancun National Independent Innovation Demonstration 
Zone of the People's Bank of China[12]; Zhao et al[13]; Du[14]; 

Sherman et al[15]; Chen et al[16]; Zhao[17] 
Operational problems Ning et al[4]; Zhao et al[13]; Sherman et al[15]; Chen et al[16] 

Loss of personal 
information Chen et al[16] 

Personal information 
tampering Chen et al[16] 

Virus invasion Zhao et al[13] 
Hacker attack Ning et al[4]; Zhao et al[13] 

Technical fishing Chen et al[16] 
Personal information leakage mainly refers to the information about the users' personal identity 

stored in the user database of internet financial institutions, including name, gender, date of birth, ID 
number, mailing address, contact number, etc,processing by a third party other than the user and the 
Internet financial institution authorized by the user to process its information. The more common 
hazards caused by personal information leakage include financial account theft, targeted fraud based 
on personal financial characteristics, false information induction, and profit-making by selling 
information. The reasons for the leakage of personal information come from both technical and 
institutional levels. The personal information leakage at the technical level is mainly due to the poor 
construction of the information security system of internet financial institutions, and the failure to 
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fight against network attacks, resulting in the attackers successfully steal users' personal information; 
the institutional level is mainly due to the poor construction of the information security system, which 
fails to prevent or timely stop the negligent operation of insiders or the subjective theft of insiders, 
resulting in the active outflow of users' personal information from the internet financial institutions. 

The personal information security problems caused by operation mainly come from the internal 
personnel of financial institutions. Because internet finance relies on the development of electronic 
information technology, the internet finance model itself has the characteristics of technology and 
virtualization. When dealing with the users' personal information, internal personnel inevitably make 
mistakes in the process of operating the information terminal, which threatens the users' personal 
information security to a certain extent. In addition to the subjective factors of internal personnel, the 
defects and loopholes in the design of the operating system will also increase the probability of 
misoperation, or the security of users' personal information due to design problems in the process of 
system self-processing. 

The loss and tampering of personal information are the security consequences caused by the 
network attack or misoperation of the users' personal information. The purpose of network attack 
against personal information is not only to steal the users' personal information, but also to delete or 
tamper with the users' personal information out of subjective malice. The misoperation of internal 
personnel or the system itself can also lead to the loss or tampering of users' personal information, 
resulting in problems caused by users' failure to use services normally or loss of funds. 

Virus intrusion, hacker attack and technical phishing are all means to threaten users' personal 
information security and lead to personal information security problems. For illegal profit-making or 
other purposes, subjective malicious third parties launch attacks on internet financial institutions that 
store users' personal information through virus intrusion and hacker attacks, so as to steal, delete or 
tamper with users' personal information. The third party can also turn the attack target from internet 
financial institutions to users, and induce users to enter personal information on unofficial sites by 
designing malicious mobile phone apps and high imitation phishing websites, so as to complete the 
collection of users' personal information; or directly intercept the users' payment through technical 
means, so that the user can directly pay the proposed payment to the account established by the third 
party, so as to complete the theft of user account information and funds. 

2.3. Coping strategy analysis 
After clarifying the security problems of internet financial personal information, the discussion on 

security countermeasures has become an essential research content. According to the classification 
of the subjects implementing the response strategies, government departments such as legislative 
bodies, administrative bodies and financial regulators, internet financial institutions, financial 
industry and other market departments are involved. For details, please refer to Table 2. 

Table 2 Coping strategies. 
Behavior Subject Author and Literature 

Legislature Ning et al[4]; Pan[5]; Zeng et al[8]; Peng[9]; Wang[10]; Sherman et al[15]; 
Chen et al[16]; Liu[18] 

Administrative 
organization Zeng et al[8]; Sherman et al[15] 

Financial regulators Zeng et al[8]; Peng[9]; Wang[10]; Zhao et al[13]; Sherman et al[15]; Chen et 
al[16]; Zhao[17] 

Internet financial 
institutions 

Ning et al[4]; Pan[5]; Wang[6]; Jin[7]; Zeng et al[8]; Peng[9]; Liu et al[11]; 
Zhao et al[13]; Du[14]; Sherman et al[15]; Chen et al[16]; Liu[18] 

Financial industry Sherman et al[15] 
The biggest mission of the legislature to participate in the protection of personal information of 

internet finance is to clarify the processing of personal information and relevant supervision and 
punishment by means of legislation. At present, the formal implementation of the Personal 
Information Protection Law also responds to the call for the establishment of a special law for 
personal information protection. On this basis, the legislature should also gradually coordinate and 
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straighten out the relationship between laws and regulations, continuously guide internet enterprises 
to protect the security of their information systems through legal means, and sort out the legal 
awareness of employees in the internet financial industry. 

Administrative agencies mainly participate in dealing with personal information security issues by 
refining functions and subdividing fields, setting up new specialized agencies and strengthening 
personal information security education for users. These measures mainly rely on the leading position 
of administrative institutions in market and social management. 

In view of the small-scale and decentralized establishment of institutions in the internet financial 
industry, financial regulators need to make use of resources and regulatory advantages to promote the 
establishment of safety standards for the internet financial industry and guide industry self-discipline; 
lead the establishment of information security monitoring system, data storage and backup system. 
In the exercise of regulatory functions, we should strengthen supervision, severely investigate and 
crack down on violations of personal information security. 

In the protection of users' personal information security, information security guarantee system 
and risk assessment and early warning system are necessary, which requires internet financial 
institutions to strengthen security technical means to prevent malicious attacks; we should also 
improve the internal control system, establish a data approval and key mechanism, strengthen the 
supervision of internal personnel, and improve the risk awareness and management level of internal 
personnel. Once a users' personal information security problem occurs, internet financial institutions 
should also provide emergency services combining online and offline, cooperate with users to quickly 
complete information modification, account freezing and other matters, and ensure the safety of users' 
personality and property. 

The financial industry needs to play its role as a link to help coordinate the relationship between 
banks, internet financial institutions and financial regulators, strengthen industry self-discipline and 
guide the formation of an industry atmosphere that attaches importance to the protection of users' 
personal information. 

3. Characteristics of information security issues: information leakage has become a basic 
problem 

From the analysis of relevant security issues, it can be found that the most basic problem of 
personal information security in the field of internet finance at this stage is personal information 
disclosure, and other operational errors, hacker attacks and other problems all focus on personal 
information disclosure. Figure 1 shows the ways and purposes of personal information disclosure.   

 
Figure 1 Security problems surrounding personal information leakage. 

Operational problems, virus intrusion, hacker attacks and technical phishing are all ways to lead 
to personal information disclosure. Malicious third parties, including internal and external personnel 
of internet financial institutions, gangs and organizations, may steal users' personal information from 
the sites where users' personal information is stored through technical or non-technical means, 
resulting in the disclosure of users' personal information. The targets of these pathways are also 
different. Operational problems mainly affect the internal of internet financial institutions and 
disclose personal information through the subjective or unintentional operation of internal personnel; 
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virus intrusion and hacker attack mainly attack information nodes through technical means, or 
intercept information in the process of transmission and steal users' personal information, which is 
"technical war"; technical phishing induces the user to voluntarily provide personal information 
without knowing the truth by cheating and cheating the user, so as to defraud the users' personal 
information. 

The loss and tampering of personal information are mostly based on personal information 
disclosure. The loss and disclosure of personal information is mainly due to the malicious third party 
deleting or modifying the users' personal information stored in the information node of internet 
financial institutions, and the operation of deleting or modifying information must be based on the 
exposure of the original information. Once a users' information is known or obtained by a third party 
other than the user and the internet financial institution authorized by the user to process his personal 
information, personal information disclosure occurs. 

Stealing users' personal information leads to the disclosure of users' personal information. The 
ultimate purpose is to illegally infringe on users' property based on users' personal information. These 
behaviors include financial account theft, targeted fraud against personal financial characteristics, 
false information inducement, selling information for profit, etc. Account theft is one of the possible 
serious consequences of personal information disclosure, especially after the disclosure of user 
account information, which will make the funds in the users' internet financial account be looted, 
resulting in all losses of account property. Targeted fraud and information inducement may enable 
the user to transfer part of the funds to a third party, resulting in part of the loss of account property. 
The single act of selling users' personal information will not have a direct impact on users' property, 
but information buyers often use the purchased personal information to carry out illegal infringement 
against users' property, resulting in damage to users' property. 

4. Multi subject governance path of personal information security 
Multi subject governance originates from the polycentric governance theory jointly founded by 

Elinor Ostrom and Vincent Ostrom[18]. They believe that both the government and the market have 
failures in the governance process of public affairs. Therefore, the "single center" governance model 
of simply governing public affairs by the government or the market needs to be transformed into a 
three-dimensional joint governance model of government, market and society. 

The multi subject governance system of internet financial personal information security also 
adheres to the concept of independent decision-making and collaborative cooperation. On the basis 
of including the original governance subjects such as legislative institutions, administrative 
institutions, financial regulators, internet financial institutions and financial industry, it also includes 
multi governance subjects such as judicial institutions, National Internet information departments, 
social and social groups and individual users. Figure 2 shows the multi-subject governance system. 

 
Figure 2 Multi-subject governance system. 
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4.1. Original governance subjects 
The legislature plays a leading role in all governance subjects. The development of the internet 

financial industry, as well as the resulting governance problems and their solutions need to be clarified 
by law. Therefore, the most urgent task for the legislature is to improve the existing laws, formulate 
new laws, and coordinate the relationship between laws, so as to provide basis and guidance for 
solving the problem of personal information security on the Internet. At this stage, China has initially 
established a legal system to protect personal information. The network Security Review Measures 
Officially implemented on February 15, 2022 will also further strengthen the barriers to the protection 
of Internet personal information at the level of administrative regulations.In addition to formulating 
relevant legal provisions, the legislature also shoulders the responsibility of guiding internet finance 
to pay attention to personal information security and promoting practitioners to establish legal 
awareness through legislation. 

Administrative institutions need to carry out personal information security publicity through their 
huge administrative network and do a good job in law popularization, so as to effectively improve 
the personal information security awareness of all citizens. In the process of popularizing the law on 
personal information protection, adopting different forms of popularizing the law for different objects 
will help to achieve good results. 

Financial regulators are mainly responsible for regulatory functions, and jointly establish an 
information regulatory system led by themselves with internet financial institutions.The information 
supervision system should include technical system and management system.The technical system 
shall include a complete set of financial information supervision system connecting all internet 
financial institutions. By strengthening the supervision of information security protection of internet 
financial institutions, it can guide and stimulate them to continuously enhance their ability of 
information security protection.The establishment of the management system needs to strengthen 
guidance through institutional means, formulate standard actions for personal information processing, 
and prevent and deal with the leakage of users' personal information caused by operational problems. 

Internet financial institutions are important subjects in the governance system, and their 
governance measures can be divided into three stages: before, during and after. Prevention is the main 
stage in advance.This requires internet financial institutions to establish a sound risk early warning 
and prevention mechanism, strengthen the information security protection ability of their own 
platform through technical means, prevent malicious attacks against information nodes, upgrade the 
encryption technology in the process of data collection and transmission, and prevent information 
from being intercepted; through system construction, establish a sound information security 
emergency plan, implement identity authentication, information approval and key system, strengthen 
and improve the supervision of internal personnel, and improve the operation level of information 
processing. In the process stage, rapid response is the main.In terms of technology, we should design 
a complete attack and countermeasures system and provide perfect anti fraud services;In terms of 
services, we should set up a green channel, which should not only actively discover, freeze and deal 
with users' personal information security problems, but also provide users suffering from information 
security problems with fast online and offline processing windows, so as to facilitate users to stop 
losses in time. The post event stage is mainly to make up for losses. We should innovate insurance 
products to insure users' personal information and related properties to make up for users' subsequent 
losses; internet financial institutions can also share IP addresses and users with potential security risks 
by establishing a blacklist system; through the case publicity of security problems that have occurred, 
strengthen the publicity to the users receiving services, and help improve the users' awareness of 
personal information security risk prevention. 

The financial industry will play a more advocacy role, promote the self-discipline of the internet 
financial industry, coordinate the interests and relations of all parties, and undertake the task of 
connecting the preceding and the following and connecting the left and the right. 

4.2. Multiple governance subjects 
The judiciary should undertake the work of the legislature and punish individuals or organizations 
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who infringe personal information in accordance with the laws promulgated by the legislature. This 
is exactly complementary to the work of financial regulators. Financial regulators mainly focus their 
supervision and punishment on the object of information security problems - internet financial 
institutions. Judicial institutions mainly focus their supervision and punishment on the subject of 
information security problems - malicious third parties. It can be said that they cooperate with each 
other to deal with personal information security problems from both ends.In the process of sentencing 
cases of infringement of personal information, the judiciary can also provide reference for the 
judgment of subsequent personal information security cases by forming precedents. 

The national network information department is a special department in the administrative 
organization responsible for overall coordination of personal information protection and relevant 
supervision and management. Network information departments at different levels perform their 
duties of personal information protection within the framework of relevant laws and administrative 
regulations. The national network information department protects the security of personal 
information by carrying out publicity and education on personal information protection, receiving 
reports, organizing evaluation, investigating and dealing with illegal activities, and can also 
coordinate relevant departments to promote personal information protection by formulating rules, 
establishing detailed rules, supporting research, promoting services, improving working mechanisms, 
etc. The Internet not only plays an important role in the specific governance of the national 
information sector, but also plays an important role in the security of the entire information sector. 

Scientific research institutions also play an important role in the governance system. In order to 
improve their management and prevention ability, financial regulators, internet financial institutions 
and other subjects have great demand for information security technology, and most of these needs 
need to be met by scientific research institutions. Scientific research institutions should give full play 
to their knowledge advantages, deeply study information security technology, and provide technical 
weapons for other subjects to carry out personal information protection. In addition to technology, 
the management knowledge produced by scientific research institutions will also effectively provide 
reference and guidance for other subjects to design and improve the system more conducive to the 
protection of personal information. 

As a flexible subject, society and social groups can undertake a variety of functions in governance. 
The most common is to help promote the publicity of personal information protection. At the same 
time, society and social organizations can also cooperate with the governance behavior of other 
subjects by means of disclosure, independent innovation, funding research and participating in 
evaluation, so as to enhance the breadth and depth of governance and improve governance efficiency. 

As the "victim" of personal information security, the most important thing for users is to improve 
their awareness of information security, not provide their own personal information at will, beware 
of being deceived, do a good job in the publicity of people around them, and jointly reduce the harm 
of personal information security. 

4.3. Cooperation among subjects 
The cooperation among the main bodies is mainly carried out in three aspects: technological 

innovation, supervision and management and safety publicity. In terms of technological innovation, 
scientific research institutions, as the main force, produce information security knowledge and 
technology on the basis of receiving project funding or spontaneous research from other subjects; 
financial regulators, internet financial institutions and other entities apply emerging technologies to 
improve their own information security protection systems and systems, and build a more convenient, 
efficient and secure internet financial platform. In terms of supervision and management, legislative 
bodies, administrative bodies, National Internet information departments and other departments have 
the right to establish laws and administrative regulations to provide basis for the supervision, 
management and punishment of other subjects by formulating various rules; judicial institutions, 
financial regulators and other subjects supervise and manage the personal information processing 
behavior of internet financial institutions and users, and punish the illegal infringement of personal 
information by malicious third parties.In terms of security publicity, all subjects can and have the 
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responsibility to carry out personal information security publicity and education, promote internet 
finance practitioners to establish risk prevention and legal awareness, improve users' personal 
information security awareness, and establish the wind of personal information protection in the 
whole society. 
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